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Introduction to DetectGPT - a model to detect
machine-generated text
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Abtract: With the explosion of Large language models (LLMs), recent
advances in natural language generation using artificial intelligence are
creating a wave of opinions on social networking and artificial intelligence
community. Especially, with the recent launch of ChatGPT, young people,
specifically students, have begun to update and apply this model in the field of
learning. With ChatGPT or similar large language models, students can
complete essays with very little effort and attention. This is also a problem in
the teaching and learning process of universities. Since then, a group of
researchers at Stanford University have proposed a model, called DetectGPT,
for the purpose of detecting texts generated by ChatGPT. The article will
analyze the DetectGPT system model from an algorithmic perspective and
compare the results of DetectGPT with existing models. Then, highlight the
outstanding features of the DetectGPT model.
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Gi®i thiéu vé DetectGPT — Cdng cu phéat hién
van ban do may tinh tao ra

Lé Hoang Nam
Trwdng Dai hoc Ha Noi, Ha Nbi, Viét Nam

Tém tat: V&i sw bung nd ctia nhivtng mé hinh ngén ng I&n - Large language
models (LLMs), nhirng tién bd gan day trong viéc tao ngdn ngir tw nhién bang
tri tué nhan tao dang tao ra moét lan séng y kién trén cac trang mang x& hdi va
codng dong tri tué nhan tao. Dac biét, véi sw ra mat gan day ctia ChatGPT, gidi
tré, cu thé la cac sinh vién da bt dau cap nhap va rng dung mé hinh nay trong
[inh vwre hoc tap. V&i ChatGPT hoac cac md hinh ngbn ngilr I&n twong tw, sinh
vién hoan toan c6 thé hoan thanh céac bai tap tiéu luan véi rat it cong sirc va
s chu tam. Diéu nay ciing ray Ién nhirng dw ngai trong qua trinh day va hoc
cla cac trwong dai hoc. Tlr d6, mét nhdém cac nha nghién clru tai triedng dai
hoc Stanford d& dé xuat mét md hinh, ¢ tén goi DetectGPT, v&i muc dich phat
hién cac van ban dwoc tao ra bdi ChatGPT. Bai bao sé phan tich mé hinh hé
thdng DetectGPT dwéi géc nhin thuat toan va so sanh két qué cia DetectGPT
v&i cac md hinh da tén tai. Ri tr d6 néu [én dwoc déc trweng ndi trdi ctia mo

hinh DetectGPT.

T khoa: Tri tué nhan tao, van ban do may tao ra, xac suét logarit.

|. DAT VAN BE

Viéc str dung cdng cu tri tué nhan tao dé viét
ndi dung dang cé dau hiéu tang vot trong thdi gian
gan day. Trong d6, céi tén ndi bat nhat 1a ChatGPT,
dwoc thanh lap béi OpenAl, cong cu chatbot dugc
rat nhidu ngudi yéu thich. Céng cu nay c6 &ng
dung trong rat nhiéu linh vuc: t 1ap trinh vién,
sang tao ndi dung, bao chi, nhan vién van phong
dén nhirng ngwdi yéu thich céng nghé. Song song
v&i nhirng mat tich cwe, cac cong cu tri tué nhan
tao cling dat ra van dé quan ngai trong van dé lam
dung cdng cu trong bai thi cta hoc sinh, sinh vién.
Trén thyc té, trwong dai hoc RV & Bengaluru An
Do da hoan toan nghiém cam sinh vién s dung
ChatGPT v&i muc dich hoc thuat nhw thi ctr, thuc
hanh lab va céc bai luan [1]. Viéc s dung céac cong
cu trf tué nhan tao dé viét ndi dung trong qua trinh
lam bai tap, dic biét 1a bai tap luan dwéi dang viét,
khéng chi tao nén sw khdng cong bang trong viéc

hoc déi v&i ngwdi hoc ma con tao nén nhirng bai
luan vé&i kién thire sai léch. Tuy cAc md hinh LLMs
da dat thanh céng nhéat dinh nhwng d6 chinh xac
vé ndi dung (dac biét 1a nhirng kién thirc chuyén
sau trong chuyén nganh) chwa dwoc cao [2].

Viéc nhan biét mét van ban do con ngudi viét
hay do may tao ra dya trén cac khuén mau rat kho
doi v&i con ngudi [3], vi vay cac nha khoa hoc da
nghién ctu cac phwong phap phan loai tw dong dé
c6 thé xac dinh dwoc cac khuén mau nay. Nhirng
phwong phap nhw vay c6 thé gilp gido vién va
nguwdi doc tin tire tin twdng hon vao ngudn gbc cla
van ban ma ho st dung.

Bai b4o nay sé phan tich va téng hop noi
dung tir nghién cru cua nhdm céac nha khoa hoc
trwdng Dai hoc Stanford: Eric Mitchell, Yoonho
Lee, Alexander Khazatsky, Christopher D.
Manning, Chelsea Finn v&i bai nghién clru mang
tiéu dé: DetectGPT: Zero-Shot Machine-

JSTT 2023, 3 (1), 45-54

https://jstt.vn/index.php/vn



JSTT 2023, 3 (1), 45-54

Generated Text Detection using Probability
Curvature [4]. Trong nghién ctru nay, DetectGPT
dwoc ra ddi dé nhan dién van ban sinh ra béi may
bang cach van dung cac dic tinh riéng biét ctia cac
van ban sinh ra b&i md hinh ngén ngtr. Dé bam sét
ndi dung bai nghién cu gbc, mét sb tir ngl tiéng
Anh chuyén nganh sé duoc gilr nguyén (co di kém
ban dich twong dbi).

Vé noi dung bai bao, sau phan d&t van dé,
phan 0 sé& trinh bay vé ham xac suét logarit va
duwéng cong xac suat; tbng quat phwong thire hoat
déng ctia md hinh DetectGPT. Tiép d6, phan 0 sé
gidi thiéu co s& di liéu va chi sé do lwdng. Cubi
cung, so sanh két qua véi cac mé hinh da tén tai
dé thay dwoc hiéu qua ctia mé hinh DetectGPT &
phan 0.

ll. PHWUONG PHAP NGHIEN ClrU

A

log px)

x -~ pgl-)

log p(x)

Lé

1. MOl QUAN HE GIPA HAM XAC SUAT
LOGARIT VA CAC VAN BAN DO LLMs TAO RA

Dé giai quyét bai toan phat hién nhirng van
ban do may tinh tao ra, ching ta dat ra mét gia
thuyét don gian va sau dé chirng minh gia thuyét
nay bang thwc nghiém. Gia thuyét dé ra 1a: cac ban
viét lai do mé hinh may tinh tao ra c6 xu hwéng xac
suét logarit thAp hon so véi mau ban dau, trong khi
cac ban viét lai do con nguoi viét c6 thé cé kha
nang xac suét logarit cao hon hodc thap hon so véi
ban gbc. N6i cach khac, khéng gibng nhw van ban
do con nguoi viét, van ban do mé hinh tao c6 xu
hwéng nam trong cac khu vuc ma ham xac suét
logarit cé dd cong am (vi du: diém cwc dai cuc bd
cua Xac suéat logarit).

Ta c6 thé thay gia thuyét nay dwoc biéu dién
dwéi biéu d6 Biéu dé.

A

el

¢ Méudo maytaora
Mau ngurdi viét ra

s

o Nhiéu clia mau do may tao ra

Nhiéu clia mau ngudi viét ra

Biéu dd 1. Biéu d6 dwdng cong xu huwéng clia xac suét logarit clia van ban do may tinh tao va van ban
do con ngudi viét

Biéu dd xac dinh va khai thac xu hwéng cia
cac doan do may tao x ~ pe(-) ( bén trai) nam trong
ving cong am cla log p(x), trong d6 cac mau gan
doé c6 xac suat trung bin logarit thdp hon. Nguwoc
lai, van ban do con ngudi viét x ~ p_() (bén phai)
c6 xu hwéng khéng chiém cac viing cé dd cong xac
suét logarit am rd rang.

T d6, chung ta cé thé xac dinh va xac thuc
gia thuyét rang d6 cong ctia ham xac suét logarit
cua mé hinh may tinh c6 xu hwéng am hon so voi
van ban cua con nguoi.

Cu thé, dé kiém tra xem mot doan van cé dén
tr mot mo hinh nguén p, hay khéng, DetectGPT so
sanh xac suét logarit cia mét doan (rng vién trong

p, VOi x&c suét logarit trung binh ctia mét s6 nhiéu
loan (perturbations) cua doan trong p_ (vi du: T5
[5]). Néu céc doan nhiéu loan c6 xu hwéng ¢ xac
suét logarit trung binh thap hon so v&i ban géc, thi
doan trng clr vién c6 kha nang dén twr p,.

Biéu dd 2 trinh bay tdng quét bai toan va md
hinh DetectGPT.

Muc dich cta bai toan la xac dinh xem mot
doan van ban c6 dwoc tao béi moét LLM p cu thé
hay khéng, chdng han nhu GPT-3. Dé phan loai
moét doan (rng cr vién x, truvdre tién, DetectGPT tao
ra cac nhiéu loan nhé cta doan % béng cach st
dung mét mé hinh dwoc dao tao trwdc chang han
nhw T5 [5]. Sau d6, DetectGPT so sanh xac suét
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logarit theo p cGia mau ban dau x véi tirng mau bj
nhiéu %;. Néu ty 1& logarit trung binh cao thi mau
van ban cé kha nang tr mé hinh ngudn.

Sw trung binh gidm clGa xac suét logarit
(chénh léch nhiéu loan) sau khi viét lai mot doan
van do mé hinh may tinh tao ra luén cao hon dbi
véi cac doan van do con nguwdi viét. Méi biéu dd
cho thdy sy phan bd cha chénh léch nhiéu loan
d (X, p,, q) d6i v&i cac bai bao do con ngudi viét va

—

Lay doan van x lam
o
dau vao
-~

Y

Lé

cac bai b4do do may tao ra; cé do dai tir bang nhau
tr cac mau GPT-2 (1.5B), GPT-Neo2 (7B [6]),
GPT-J (6B [7]) va GPT-NeoX (20B [8]). Céc bai
bao do con nguwdi viét 1a moét mau gdm 500 bai béo
XSum; van ban do may tao dwoc tao bang cach
nhéc trng mé hinh véi 30 mé tokens dau tién cla
moi bai viét XSum, |4y mau tir didu kién thé.

Biéu dd 3 danh gia thwc nghiém cua gia
thuyét.

x lay tiF mo hinh

) - Tinh xdc suat logarit
Tao nhiéu loan cla . a

X cua x

——» cla x va nhiéu loan —»

may tinh
Iéen hom
So sanh xac suat o
logarit vé&i ngurémg 7
nho hon

x lay tir cdc nguon
khac

Biéu dd 2. M6 hinh DetectGPT
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P46 gidam Logarit (Sw Khac biét nhidu loan)

Biéu d6 3. Biéu d6 thé hién sy trung binh gidm cla xac suét logarit ciia van ban do may tinh tao va do
con ngudi viét

2. PHUONG THUC HOAT DONG CUA
DETECTGPT

Dwa trén gia thuyét & phan trwdc bai bao, md
hinh DetectGPT da dwoc phat trién st dung ham
xac suét logarit Hessian dé phat hién nhirng van
ban dwoc tao ra b&i mé hinh may tinh.

Cac mo6 hinh giam sat phat hién van ban do
may tao ra da dwoc phat trién dwai rat nhidu cac

hinh th&c khac nhau. Trong khi d6, mé hinh
DetectGPT dwoc phat trién dwéi dang Zero-shot.
Mé hinh nay st dung chinh mé hinh nguén ma
khéng can tinh chinh hodc diéu chinh dwdi bat ky
hinh thirc ndo. Phuong phap phé bién nhét 1a danh
gia xac suét logarit trung binh trén m&i ma token
cua van ban duwoc tao va ngwdng (threshold) ([9],
[10]). V& co ban phwong phap “"zero-shot" cho

48



JSTT 2023, 3 (1), 45-54

phép DetectGPT phat hién van ban do tri tué nhan
tao viét ma khéng can biét vé loai tri tué nhan tao
da dwoc st dung dé tao van ban do. N6 hoat dong
hoan toan trai nguwoc véi cac phwong phap kiém
tra khac thwong yéu cau dao tao ra mét 'bd phan
loai' va str dung b di¥ liéu chia cac doan van ban
that va gid. Tlc la DetectGPT khéng can huén
luyén hay di¥ liéu cé nhan dé& phat hién mot van
ban la gid mao ma hoan toan c6 thé tinh toan tryc
tiép.

DetectGPT dwa trén gia thuyét rang cAc mau
van ban tir md hinh ngudn p, thwéng nam trong
ving c6 dd cong Am clia ham xac suét logarit cta
pe, khdng gibng nhw van ban cla con ngudi.

N6i cach khac, néu ching ta &p dung céac
nhiéu loan nhé cho mét doan x ~ p,, tao ra %, dai
lwgng cualogp (x)- logp (X) trung binh sé Ion déi
v&i cac mau do may tao ra so véi mau do con
nguoi viét ra chir. D& tan dung gia thuyét nay,
trude tién hay xem xét mét ham nhiéu q(:|x) cung
cap phan phdi trén %, cac phién ban dwoc sira doi
mot chit cla x v&i y nghia twong tw. Vi du: q(-[x)
c6 thé 1a két qua cla viéc yéu cau mot ngudi viét
lai mét trong cac cau cda x, trong khi van git
nguyén nghia cla x. St dung khai niém ham nhiéu
loan, ching ta c6 thé dinh nghia sai l&ch nhiéu loan
d (X, p,, Q):

d(@,p0,0) 2 10gpo(z) ~ s oEpd) (1)

(Phwong trinh 1)

Nguyén van gia thuyét: “If g produces
samples on the data manifold, d (X, p,, q) is positive
with high probability for samples x ~ p,. For human-
written text, d (X, p,, ) tends toward zero for all x.”
[4]

Néu chung ta xac dinh q(:|x) 1a mau tr md
hinh ch® khéng phai do con nguoi viét lai, thi
chang ta c6 thé kiém tra thwc nghiém Gia thuyét.
Biéu d6 cho thay két qua cla thi nghiém. N6 chi ra
rang sw phan bd cua sy khac biét nhiéu loan
(perturbation discrepancy) 1a khac biét dang ké
gitra bai bao do con ngudi viét va do md hinh may

Lé

tinh; cac mau moé hinh may cé xu hwéng céd sy
khac biét nhiéu loan I&n hon.

V&i nhivng két qué nay, ching ta cé thé phat
hién xem mot doan van ban cé dwoc tao b&i mot
md hinh pe hay khéng badng cach tao ra mét
nguwdng cho sy khac biét nhiéu loan. Trong thuc
t&, ching ta nhan thay rang viéc chuan héa chénh
léch nhiéu loan theo do léch chuén cua gia tri quan
sét Ex -q(-x) logp (X) cung cap két qua t6t hon, vi
vay ching ta st dung phién ban chuan hoéa nay
trong cac thtr nghiém. Cudi cung, phwong phap
DetectGPT dwoc tom tat trong thuat toan 1.

1. Dau vio: Doan vin x, mé hinh nguon pg, haim nhiéu loan p, s6 higng nhiéu
loan k, ngudng e

2. & ~q(Jx),3 € [L..K]

3. ji %Z.Jogpg(:itg]

4. dy + logpe(x) — 1

5. 62 « 75 Si(logpe(i) — i)

6. Néu j_ > ¢ thi

Tré lai gid tr] true
8. Néu khong thi
9. Tra lai gia tri false
(Thuat toan 1)
Giai thich sw khac biét
(Perturbation Discrepancy)

nhiéu loan

O phan nay, ching ta sé phan tich sy khac
biét nhiéu loan nhw la mét don vi do lwdng clha
dwérng cong cuc bd ctia ham xac suét logarit. Cu
thé hon, no sé ti 1é thuan véi vét am tinh (negative
trace) cGia ham x&c suét logarit Hessian.

Trwdc tién, ching ta c¢6é khai niém
Hutchinson’s trace estimator [11], dwa ra wéec tinh
clia ma tran A:

tr(A) = E,z' A=z (2)
(Phwong trinh 2)

Trong do, cac phan t&r clia z ~ q_la bién doc
lap va phan phdi déng nhét (Independent and
Identically Distributed) v&i E[z] = 0 va Var(z) = 1.

Pé st dung phwong trinh (Phwong trinh 2
cho vét ctia Hessian, ta can tinh dao ham cép 2 c6
hwéng cha 2"y (x)z. Chang ta cé mét biéu thire véi
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sw khac biét hiru han:
f(x+ hz)+ f(z — hz) — 2f(z)
h?
(Phwong trinh 3)
Két hop phuwong trinh Phwong trinh 2 va
Phwong trinh 3 véi h =1, chdng ta cé wéc lvong
cta vét am tinh Hessian:

A3)

z' Hy(r)z =~ °

—tr(H)p(z) = 2f(z) —E, [f(z +2) + f(z - 2)]. 4

(Phwong trinh 4)

Néu sy phan phdi nhiéu (noise distribution)
la dbi xtrng thi p(z) = p(-z) v&i tat ca z, ching ta c6
thé don gian héa phuwong trinh (Phwong trinh 4)
nhw sau:

—tr(H)s(x)

5 ~ f(z) — E.f(x + z). 5

(Phwong trinh 5)

C6 mét lwu y 1a vé bén phai cta phwong
trinh, Phwong trinh 5 twong *ng véi chénh 1éch
nhiéu loan, Phwong trinh 1 vé&i ham nhiéu loan
q(X|x) dwoc thay thé béi q,(z) trong vét Hutchinson
Phwong trinh 2. O day, % 1a mot chubi ma token
nhiéu chiéu trong khi g, la mét vecto trong khong
gian ngt¥ nghia nhd. Do mé hinh 14y mau céc cau
twong tw nhw x véi rat it thay déi vé mat ngi nghia,
nén ching ta c6 thé coi md hinh nhw mot phép
nhang t (embedding) nglr nghia twong tw (Z ~ q,)
va sau dé lien két mé hinh nay t¢i mét chudi token
(Z — X). Viéc 1dy mau trong khong gian ngir nghia
dam bao rang tat ca cac mau déu trong ving di
liéu da dang. Do d6, chung ta c6 thé giai thich muc
tiéu cha bai toan xap xi dd cong bi gi¢i han véi div
liéu da dang.

. o LIEU

Co s& div liéu va chi sé do lwong

M6 hinh st dung 3 b6 di¥ liéu tlr rat nhiéu
ngudn LLMs: CAc bai bao tir bo di liéu XSum [12],
bé di liéu cac doan Wikipedia tir SquUAD [13] va
cac cau chuyén tr bd dir lieu Reddit
WritingPrompts [14].

B6 di¥ liéu XSum dai dién cho viéc phét hién
tin tirc gia mao, SquAD dai dién cho cac bai luan

Lé

hoc thuat do may viét va WritingPrompts dai dién
cac bai viét sang tao do may tao ra. Két qua duwoc
thé hién trong Bang 1.

Sau d6, mé hinh st dung tiép 3 nhém di liéu
tiép theo dé danh gia sy thay déi phan phdi
(distribution shift). Sw thay déi phan phéi xay ra khi
viéc phan phdi di¥ liéu ma mé hinh nhin thay trong
qua trinh san xuét b4t diu tréng khac véi div liéu
duwoc st dung dé huan luyén né. Bo 3 dir liéu bao
gdbm: Co s& dir liéu phién ban tiéng Anh cla
WMT16 [15], co sé& di¥ liéu phién ban tiéng Dirc
cua WMT16 [15] va co s& dir liéu cac cau tra 1o
dang dai dwoc viét béi cac chuyén gia vé con
ngudi trong bd dir lieu PubMedQA [16]. Két qua
dwoc thé hién trong Biéu db 4.

Chi sb duwgc siv dung trong bai viét d& do
lwong hiéu suét cta mé hinh la Area Under the
Receiver  Operating  Characteristic  Curve
(AUROC), don vi nay c6 thé hiéu 1a xac suat ma bo
phan loai xép hang chinh xac gia tri dwong dwoc
chon ngdu nhién (do may tao) cao hon gia tri am
dwoc chon ngéu nhién (do con ngudi viét).

IV. KET QUA VA THAO LUAN

So sanh véi cac phwong phap Zero-shot
khac

O phan nay, bai viét sé so sanh DetectGPT
v&i cac phwong phap zero-shot hién c6 khac nhau
dé phéat hién van ban do may tao. Cac phuong
phap nay twong (rng v&i cac thlr nghiém théng ké
dwa trén xac suét logarit ma token, xép hang ma
token hoac entropy dw doan ([9], [10]).

Phwong phap dau tién (log p(x)) str dung xac
suét logarit trung binh ma token ctia mé hinh nguén
dé xac dinh xem mét doan (ng vién c6 phai do may
tao ra hay khéng; cac doan c6 xac suét logarit trung
binh cao c6 kha nang dwoc tao béi md hinh may
tinh.

Phwong phap th¢ hai (Rank) va th& ba
(LogRank) str dung thir hang trung binh hoac thr
hang logarit cia méa token trong doan (rng vién
theo phan phéi cé diéu kién ctia mé hinh. Cac doan
van co th hang trung binh (log-) nhé hon cé kha
nang la do may tao ra.
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Phwong phap cubi cung (Entropy) dwa trén
gia thuyét Gehrmann [9]. Entropy dw doan co lién
guan tich cwc véi tinh gia tao ctia doan van; do do,
dwong co sé& (baseline) nay st dung entropy trung
binh cao trong phan phbi dw doan ctia mé hinh lam
tin hiéu cho thdy mét doan van do may tao ra.

T Bang 1, AUROC cuia DetectGPT va bén
tiéu chi dwoc dé xuét trwdc d6 dé phat hién cac
mau tr mé hinh nhat dinh trén tap di liéu da cho
(500 méau dwoc st dung dé danh gia). Chi sé AUC
cang cao thi md hinh cang chinh xac trong viéc
phan loai cac I1&p. Sé liéu in dam hién thi AUROC
tdt nhat trong méi cot; sb liéu cé dau hoa thj biéu
thi AUROC tét tht hai. Cac gia tri & hang cudi cuing
hién thi AUROC cla DetectGPT so véi phwong
phap co s& manh nhét trong cot d6. Trong thir
nghiém nay, DetectGPT vwot tréi so véi dwong co
s& zero-shot manh nhét, cu thé 1a hon 0,1 AUROC
trén XSum va 0,05 AUROC trén ngl* canh SQUAD
Wikipedia.

So sanh véi cac phwong phap phat hién
giam sat

Biéu do 4 thé hién sy so sanh gira phwong
phap zero-shot cia DetectGPT va cac phwong
phap phat hién giam sat khac. Cac phwong phap
giam séat nay chd yéu s dung bién dbi tinh chinh
(fine-tune).

Ta c6 thé thay, cac mé hinh giam séat phat
hién van ban do may tao dwoc dao tao trén bd div
liéu gébm van ban thwc va van ban dwoc tao hoat
dong tét bang hoac tét hon so véi DetectGPT trén
van ban phan phdi (hang trén cung). Tuy nhién, cac
phuwong phap zero-shot hoat dong vuwot troi déi v
cac mién méi (hang duéi cung) chdng han nhw van
ban y t&¢ PubMed va di liéu tin tic tiéng Dlc tw
WMT16. DetectGPT c6 hiéu suét rat canh tranh so
v&i cac mo hinh giam sét hién hanh.

Thay déi Chién lworc giai ma

M&c do Bang 1 cho thdy rang rang
DetectGPT hiéu qua dé phat hién van ban do may
tao, nhwng chién lwgc gidi ma (Decoding Strategy)
(I4y mAu top-k, top-p) c6 thé anh hwdng dén do kho
cta phat hién. O' phan nay, ching ta sé st dung
ldy mau top-k va ldy mau hat nhan top-p. Lay mau
top-k cét bét ldy m&u phan phdi thanh k ma token
tiép theo co xac suét cao nhat; cac mau ldy mau
hat nhan top-p chi tap hop cac két qua tokens co
xac suat két hop vwot khong vwot qua p. Két qua
cua thi nghiém dwoc tdm tat trong cac bang Bang
2; Bang 3 va Bang 4. M6 hinh st dung k =40 va
p =0,96, hai chi sé nay ciing da twng dwoc st
dung trong bai nghién ctu trwdc do cua Ippolito
[10]. O thi nghiém nay, két qud cho thay
DetectGPT cung cap hiéu qua rd rang nhat trong
ca chi sb top-k va top-p.

AUROC cho cac phwong phap zero-shot lay
trung binh trén nam mo hinh trong Bang 1 cho ca
ldy mau top-k va top-p (v&i k = 40 va p = 0,96). Ca
hai cai dat déu cho phép phat hién chinh xac hon
va DetectGPT luén cung cap hiéu suét phat hién
t6t nhét.

Cu thé & Bang 3, AUROC dé phat hién céac
mau tr mé hinh trén bd di¥ liéu da cho cho
DetectGPT va bén tiéu chi dwoc dé xuét trwde do.
Nhin chung, cach thirc ldy mau hat nhan lam cho
tat c& cac phwong phap phat hién dé dang hon,
DetectGPT van cung cdp AUROC trung binh cao
nhat. Chi riéng vé&i WritingPrompts, duwéng co' s&
LogRank hoat déng tét hon DetectGPT.

V&i Bang 4, DetectGPT thwdng cung cép
hiéu suét chinh xac nhat (AUROC cao nhéat), mac
du khoang cach dwoc thu hep so vai ldy mau tryc
tiep.

Bang 1. Bang so sanh DetectGPT va bdn tiéu chi danh gia

XSum SQuAD WritingPPrompts
Method  GPT-2 OPT-2.7 Neo-2.7 GPTJ NeoX  Avg. |GPT-2 OPT-27 Neo-2.7 GPTJ NeoX  Avg. |GPT-2 OPT-2.7 Nea-2.7 GPTJ NeoX  Avg.
logp{z) 086 086 08 082 077 083 | 091 088 084 078 071 032 | 097 095 095 094 093* 095
Rank 079 076 077 075 073 076 | 083 082 080 079 074 080 | 087 083 082 083 08! 083
LogRank 0.89* 088* 09* 086* 081* 087*| 0.M4* 092* 090* 083* 076" 087*| 098* 09°* 097* 09%* 095 096*
Entropy 060 050 058 058 061 057|058 053 058 058 059 057|037 042 034 036 03 038
DetectGPT 099 097 099 097 095 097 09 097 097 09 079 092|099 099 099 097 093 097
all 010 009 009 011 014 010 | 005 005 007 007 003 005 | 001 0.03 002 001 002 001
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XSum GPT-2 Detection
0.981 0.997

WMT16-en mGPT Detection

0957

0.991

o Y - \ N ¢
02 oo ™ oV o
g & ¥ W o
14
2 PubMedQA PubMedGPT Detection WMT16-de mGPT Detection
10

£33 Supervised
3 Unsupervised

0.962

Phwong thirc

Biéu d6 1. Bang so sanh phwong phap DetectGPT va cac phwong phap phat hién giam séat khac

Bang 2. Banh gia AUROC gitra cac phwong phap Zero-shot véi ldy mau top-k va top-p

XSum SQuAD WritingPrompts
Method top-p top-k  top-p top-k top-p  top-k
log p(x) 0.92 0.87 0.89 0.85 098 0.96
Rank 0.76 0.76 0.81 0.80 0.84 0.83
LogRank 0.93* 0.90* 0.92* 0.90* 0.98 0.97
Entropy 0.53 0.55 0.54 0.56 0.32 0.35
DetectGPT  0.98 0.98 0.94 0.93 0.98 097

Bang 3. Bang danh gia phwong phap 1y mau Nucleus (top-p) v&i p = 0.96

XSum SQuAD WritingPrompts
Method  GPT-2 OPT-27 Neo27 GPTJ NeoX Avg. |GPT-2 OPT-27 Neo27 GPTJ NeoX Avg |GPT-2 OPT-27 Neo-27 GPT-J NeoX Avg.
log p(x) 093 093 094 091 087 092 ] 096 094 091 087 079 089 | 099* 098* 098 097* 097* 098
Rank 080 077 077 075 073 076 | 084 082 081 080 075 081 | 087 084 083 083 081 084
LogRank  0.95* 094* 096* 093* 089* 093*| 098* 096* 094* 090 083 092*| 099* 098* 098* 098 098 098
Enropy 055 046 053 054 058 053 [ 053 050 055 056 057 054|032 037 028 032 032 032
DetectGPT 0.9 098 100 098 097 098 | 099 098 098 090 082 094 | 100 099 099 097* 093 098
Diff 004 004 004 005 008 005|001 002 004 000 -000 002 | 001 0.01 001 001 -005 000
Bang 4. Bang danh gia phwong phap l1ay mau Top-k véi k = 40
XSum SQuAD WritingPrompts
Method GPT-2 OPT-2.7 Neo-2.7 GPT-] NeoX Avg. |GPT-2 OPT-2.7 Neo-2.7 GPT-] NeoX Avg. |GPT-2 OPT-2.7 Neo-2.7 GPT-J NeoX Avg.
logp(z) 089 089 08 084 081 087 [ 093 090 088 08 074 085|097 095 097 096 095 096
Rank 079 077 077 075 073 076 |08 08 080 080 075 080 [ 087 084 08 08 08 083
LogRank  092* 091* 093* 089* 085* 0.90°| 0.96* 094* 092¢ 087* 079* 090*| 098¢ 097 098 097 09 097
Enopy 058 049 055 056 059 055|055 052 056 056 058 056|035 041 030 034 037 035
DetectGPT 0.9 097 099 096 096 098 | 099 098 098 08 080 093 [ 099 098 099 097 093 097
Diff 007 006 006 007 011 008 | 003 004 006 002 001 003]001 001 001 000 -003 000
V. KET LUAN trong twong lai dwéi sy bung nd cda tri tué nhan

Song song vé&i sy phat trién ctia md hinh tao
ra van ban bang may tinh (GPT-2, GPT-3 va gan
day la ChatGPT), thi mé hinh phat hién van ban
tao ra bng may tinh cling can phai phat trién theo.
Hé thdng gido duc can chuén bj ki cho van dé nay

tao trong viéc hoc sinh, sinh vién st dung tri tué
nhan tao mét cach lam dung trong cac bai thi.
Tham chi, cac co s& gido duc c6 thé yéu cau nguoi
hoc str dung cac cong cu phat hién van ban do may
tinh tao ra néu can thiét.
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DetectGPT da dwa ra dwoc mét moét hinh co
tinh thwe nghiém cao, nham lam bwéc nén dé cong
ddng tri tué nhan tao c6 thé phat trién nén cac mé
hinh c6 d6 chinh xac cao hon. Sau khi so sanh
DetectGPT v&i cac phwong phap Zero-shot hién
c6, kha nang phan biét cia DetectGPT cao dang
ké. Pong thdi, mod hinh nay con chi ra rat nhiéu dac
diém va phwong hwéng phat trién trong twong lai.
Hién tai, mdé hinh DetectGPT chwa cdng bd ma
nguén mé& nhwng mé hinh dwoc théng béo sé cong
bd ma ngudn cho céng ddng tri tué nhan tao trong
thdi gian s&m nhét. Dé téng két, bai bao nay tap
trung vao phan tich cach thic hoat ddéng cia mé
hinh DetectGPT va nhirng két qua chinh dat dwoc
tr phwong thirc nay, mang lai cho ngwdi doc mét
céi nhin tbng quét v&i hé théng phéat hién van ban
do may tinh tao ra.
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